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OVERVIEW

The MyDoom worm was first detected in January 2004. Although its origins are still
unknown, artifacts within the binary most likely link it's development back to Russia.
The virus was spread through a self-replicating email campaign that tricked users into
opening a malicious attachment. The attachment, which appeared benign, was actually
the malicious payload. Upon opening the file, it would silently scan the computer and
the internet for any email addresses it could find to continue replicating. Additionally,
the virus creates a backdoor on the machine which was used for multiple botnet attacks
against large organizations such as Google and Microsoft. In fact, the virus successfully
took down Google for nearly a day through a distributed denial of service attack.

When MyDoom was originally released, analysts reported that the virus accounted for
one in ten emails sent worldwide. MyDoom crippled internet page load times by 50%
globally and caused an estimated of $65 billion dollars. Although today it only accounts
for about 1% of all email and is detected by most antivirus software, successful
campaigns have been reported as recently as a few years ago.




ANALYSIS

Static Analysis

General

File Information

sl s s Windows 10 1709

Description A Windows Worm that was first sighted in 2004. It is infamously known as the fastest
spreading email worm to date and is still heavily used today.

Size (bytes) 26050

Hash (SHA256) 6F064D4987B4202EBE2FAAAB28F3582DD784F24FATA13F305051A6D7E85A78ED

“ https://samples.vx-underground.org/samples/Families/MyDoom/

Strings is a static command line utility that is used to quickly pull readable text snippets
out of a binary. This can be used to get a cursory idea of the function of the binary.

Findings

In this binary, there are a small number of strings (548). This indicates that the file may
be obfuscated through packing. Further analysis shows the strings “UPX0” and “UPX1”
(Figure 1), which is a specific type of packing technology. Finally, we see the presence
of the LoadLibraryA and GetProcAddress API calls (Figure 2), but not many others. This
is another strong indicator of packing.




Analysis

Figure 1 Strings UPX

Figure 2 API Calls



Floss
Floss is another CLI tool that was created by the FireEye FLARE team. It builds upon the
capabilities of strings by being able to decrypt encoded strings automatically.

Findings

In this binary, FLOSS was able to decode a few different interesting strings. The first
appears to be some sort of email template used to help replicate the virus across other
hosts (Figure 3). The template appears to be able to send a few different message
bodies to make it more difficult to detect. Since there are many variants of MyDoom, the
email template can be used to help hone in on the specific version of the malware. This
template is a strong indicator of MyDoom.m, which aimed to get people to open an
email that mimicked an NDR from their system administrator.

The second string of interest appears to be used to help send the message (Figure 4). It
is a series of message headers that will likely be passed to the built in SMTP server.

Finally, we see a series of strings that helps to understand how the worm gathers email
recipients (Figure 5). On top of searching the local host for temporary internet files and
contacts, the malware also queries search engines for publicly available addresses.
This is likely how it became the fastest spreading email virus of all time.

Analysis

Figure 3 Email Template




X-Priority:
X-MSMail-Priority: Normal
X-Mailer: Microsoft Outlook Express 6.00.2600
X-MIMEOLE: Produced By Microsoft MimeOLE V6.00.
Content-Type: multipart/mixed;
boundary="%s"
MIME-Version: 1.0
Date:

Subject: %s

To: %s

From: %s
----=%s_%.3u_%.4u_%.8X.%.8X
NextPart
-%s--
-%s
( ontent-Type: application/octet-stream;
name="%s"
Content-Transfer-Encoding: base64
Content-Disposition: %s;
filename="%s
inline
- _Q-"S
Content-Type: text/plain;
charset=us-ascii
Content-Transfer-Encoding: 7bit
This is a multi-part message in MIME format.

Figure 4 Email Headers

urlmon.dll

URLDownloadToCacheFileA
http://search.lycos.com/default.asp?lpv=1&loc=searchhp&tab=web&query=%s
&nbqg=%d

http://www.altavista.com/web/results?q=%s&kgs=08&k1s=0

&n=%d
http://search.yahoo.com/search?p=%s&ei=UTF-8&fr=fp-tab-web-t&cop=mss&tab=
&num=%d

http://www.google.com/search?hl=en&ie=UTF-8&oe=UTF-8&q=%s

o/

Figure 5 Email Recipient Worming

UPX
UPX is a command line utility that can be used to pack and unpack files. Malware
developers often pack files to obfuscate the contents from a malware reverse engineer.



Findings

In both the strings and PEiD analysis, we see that this file is packed with UPX. | was
successfully able to unpack the file, which appeared to be compressed by about 70%
(Figure 6).

Analysis

PS C:\Users\calli\JMalTools> .\upx-3.95-win64\upx.exe $ /Binaries/MyDoom B /Binaries/MyDoom.exe

File size Format Name

41664 < 8864 9. 28% win32/pe MyDogm. exe

Unpacked 1 file.
Figure 6 Unpacked Binary

PE View

PE View is a graphical tool that can be used to quickly find embedded files, learn about
when the binary was created, as well as quickly see the imported and exported API
calls.

Findings
In this binary we can see references to a packed UPX file (Figure 7).

Analysis

€%, PEview - C\Users\calli\Samples\MyDoom\Binaries\MyDoom
File View Go Help

Q0000 8| @a

=- MyDoom pFile

IMAGE_DOS_HEADER 00000400
MS-DOS Stub Program

+- IMAGE_NT_HEADERS
IMAGE_SECTION_HEADER UPX0
IMAGE_SECTION_HEADER UPX1
IMAGE_SECTION_HEADER .rsrdy

- SECTION UPX1

+1- SECTION _rsrc

Figure 7 PE View Analysis



PEiID
PEID is another graphical tool that can be used to detect which packing technology was
used to obfuscate a particular binary.

Findings
PEiD was able to detect that the binary was packed with UPX v0.89.6 (Figure 8).

Analysis

File: | C:\Users\cali\Samples\MyDoom \Binaries\MyDoom

Entrypoint: | 0000EDOO EP Section: |UPX1 >

File Offset: | 00006100 First Bytes:

60,BE,00,90 >
Linker Info: |7.0 Subsystem: |Win32 GUI > |

'UPX 0.89.6 - 1.02 / 1.05 - 2.90 -> Markus & Laszlo [Overlay)
Multi Scan Task Viewer Options About

Exit
W stay on top e

Figure 8 Evidence of Packing

Resource Hacker
Resource Hacker is used to find hidden embedded binaries and other file artifacts. It
can also be used to export different subfiles for isolated analysis.

Findings

Although there weren’t any hidden files in this binary, the embedded icon changed with
each variant of MyDoom. This icon further validates our prediction that this sample is
variant M (Figure 9).




Analysis

RH Resource Hacker - MyDoom = [ X

File Edit View Action Help Icon:1:1033
0 AF oD OQLBE > OO
V-'H‘ Icon
¢ 1:1033
~r2:1033 [k

v -J|, Icon Group
L 17 0 : 1033

Editor View Binary View

2E8 / 64D8 32 %32
Figure 9 MyDoom.m Icon

Virus Total
Virus Total is an online tool that maintains a database of malicious files. It can be used

to determine if a binary has already been deemed malicious as well as provide a basic
report on what it may do.

Findings

From the Virus Total report, we can see that this binary has been deemed malicious by
66 different anti-virus vendors. Additionally, Virus total can detect when the file was first
seen in the wild (6/4/2022) as well as the packing technology (Figure 10). From the
behaviors tab, we can see what the file is expected to do once run. From our analysis,
we can see that the file makes many DNS requests, as well as creates a startup task
that automatically starts the binary on boot (Figure 11). Finally, we get a better look at
the various search queries the binary makes to find more victims.




Analysis
66 @ 66 security vendors and 1 sandbox flagged this file as malicious » Zx;
' b
b 562dd784124fa1a1 3305051 a6d7e85a78ed 2819 KB 2022-07-25 02:16:57 UTC 9
WO Size amoment ago EXE
?
—— checks-network-adaplers  direct-cpu-clock-access  long-sleeps  midomain  overiay  peexe pici g
% Commeny
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Security Vendors' Analysis
Ad-Aware (D Worm Generic 24461 AhnLab-v3 (@ Win32Mydoom worm 49344 B
Alibaba (_D Malware Win32/Dorpal ai 1000029 AlLYac @ Worm Mydoom
Antiy-AVL () Trojan/Generic ASMalwS 118 Arcabit (D) Worm Generic D5F8D
Avast (D) Win3z Banker-FNW [Trj) AVG (D Win32 Banker-FNW [Tr]]
Avira (no cloud) (1) WORMMydoom O.1 Baidu (D Win32 Worm-Email Mydoom a
BitDefender (D) Worm.Generic. 24461 BitDefender Theta (D) AlPacker623606581F
Bkav Pro (© W32 MyDoomM Worm Clamay (D WinWorm Mydoom-90
Comodo (D Worm Win32 Mydoom R@348I CrowdStrike Falcon (D Winimalicious_confidence_100% (W)
Cybereason (D) Malicious. 28f50b Cylance (@ unsafe
Basic Properties
MD5 13c05f728f59b645759ccff2469dd2b2
SHA-1 a2879876885d68be54bc0d9307a8ealb4182560b
SHA-256 6f064d4987b4202ebe2faaab28f3582dd784f24fa1a13f305051a6d7e85a78ed
Vhash 02403e0f7d101923011215217z
Authentihash ~ 8275243725139b9e8403115b265b8c 532e6590f2c 5a37f272350c 7b64de96452
Imphash 98cd465c2ab2841f9fd90d5e847563f4
SSDEEP 384:1vxBbK261j5Id8SpHx9jLhsznnVxA1WmP5w7GGCJiqqwMyNTbs4: DvBIRRdsxq1DjJcgfo7
TLSH T150D2C085B050FAA2C01682331D86C471FD119C611AAAD2CBBA24BF7FFDB17850B0CD2B
File type Win32 EXE
Magic PE32 executable for MS Windows (GUI) Intel 80386 32-bit
TriD UPX compressed Win32 Executable (34.7%)
TrD Win32 EXE Yoda's Crypter (34.1%)
TriD Win32 Dynamic Link Library (generic) (8.4%)
D Win16 NE executable (generic) (6.4%)
TriD Win32 Executable (generic) (5.7%)
File size 28.19 KB (28864 bytes)

PEID packer  UPX 2.90 [LZMA] -> Markus Oberhumer, Laszlo Molnar & John Reiser
Cyren packer UPX

History

First Seen In The Wild  2022-06-04 15:39:32 UTC
First Submission 2021-07-26 10:48:24 UTC
Last Submission 2022-07-25 02:20:07 UTC
Last Analysis 2022-07-25 02:16:57 UTC
Names

MyDoom

mydoom exe

instruction html .com

Figure 10 VT Basic




HTTP Requests

+

+

+

http.//search yahoo.com/search?p=mail+shazow net&ei=UTF-8&fr=fp-tab-web-t&cop=mss&tab
http://search yahoo.com/search?p=acm.org+maito&ei=UTF-8&fr=fp-tab-web-t&cop=mss&tab=
http-//search.yahoo.com/search?p=mailto+cynosure com au8ei=UTF-8&fr=fp-tab-web-t&cop=n
asp?lpv=1&loc= q

asp?ipv=18loc=searchhp. y

hitp//search lycos. y=contact+mail+shazc

http//search lyco: acm.org
http://search.yahoo com/search?p=email+cynosure. com au&ei=UTF-8&fr=fp-tab-web-t&cop=m

http-//search.yahoo_comvsearch?p=python org+mail&ei=UTF-8&fr=fp-tab-web-t&cop=mss&tab:

hitp:/www altavista ¢ q

shazow. kg q

hitp://search.yahoo. UTF-8&fr=fp-tab-web-t&cop=mss&tz

'p=jaraco.com

hitp:/Awww altavista.c q- ippinet com. kg b

SMTP Communications

+

+

+

iquest net
opentaal org
openoffice org
python.org
openoffice org
openoffice.org
web de
cryptsoft com
pobox.com

nibsoft com

DNS Resolutions
+ zko.dec.com
+ yassou.net
+ hpl.hp.com
+ openoffice.org
+ burtleburtle.net
+ aladdin.com

+ opentaal.org

+ mailru
+ gnx.com
+ gzip.org

File System Actions

Files Dropped
+ %TEMP%\services exe

Registry Actions

Registry Keys Set
+  HKU

sindis. sys]l Name]

+  HKLM\SoftwareMicrosoft WBEM\WDM\%windir%\System32\Drivers\portcis. SYS[PortcisMof]

+ HKL M\WDM\%windir% slen-US\ACPL.sys muifACPIMOFResource]
+  HKL MV \DRIVERSHDAudBUs sys[HDAudioMofName]
+  HKLU MWDMSwindir%\System32\D USlp SYS muilPortcisMof]
+ HKU M\%windir% api32.dil] eName]
+ HKLM\Software\Microsoft WBEM\WDM\%windir%\system32\en-1 pi32 dil muifl ]
+ HKU DM\% 32\driv -L sys.muil e]
+ HKU DM\%windirde\ 132\DI US\HDAudBus sys mufHDAudioMofName
+ HKU M\WDI US\ndis.sys.muif Name]
v

Registry Keys Deleted

HKLM\SYSTEM\C 1\Servici \pRpl \First Counter

HKLM\SYSTEM\C 1\Servic \pRpl \Last Counter

HKLMISYSTEM\C \pRp e\First Help

HKLM\SYSTEM\C 1\Servic \pRpl ast Help

HKLM\SYSTEM\Ci 1\Servici ApRpl Object List

Process And Service Actions

Processes Terminated

wmiadap.exe /F /T /R

Processes Tree
I_> 7840 - wmiadap.exe /F /T /R
l_) 8012 - %windir%\system32\wbem\wmiprvse.exe
5 2816 - %windir¥o\services.exe
|_> 2988 - %windirde\system32\DIIHost exe /Processid {3EB3C877-1F 16-487C-9050-104|
I_> 2832 - %windir%\java exe
I_> 2844 - "%TEMP%!\services.exe"
I_> 2596 - %SAMPLEPATH%

l_> 2664 - "Y%windir%\services exe”

Figure 11 VT Behaviors




Advanced

Ida Pro
Ida Pro is a commonly used disassembler, that can be used get a detailed picture of all
the functions within a binary.

Finding 1: DNS Query Algorithm

The first algorithm that was investigated was the DNS query algorithm. This function is
used to find potential victims on the internet to aid in replication of the worm. | first
started by looking at any imports related to networking (Figure 12). Next, | examined any
cross reference to GetHostByName until | found the function of interest (Figure 13). The
address of this function was later used for dynamic analysis.

Analysis
Address Ordinal Name Library
00000000... SetThreadPriority KERNEL32
£| 00000000... Sleep KERNEL32
¥Z| 00000000... UnmapViewOfFile KERNEL32
%] 00000000... 115 WSAStartup WS2_32
%] 00000000... WideCharToMultiByte KERNEL32
¥%| 00000000... WriteFile KERNEL32
¥%] 00000000... 3 closesocket WS2_32
““““ connect Ws2_32 S

52 gethostby WSs2_32

¥%| 00000000... 57 gethostname WSs2_32
¥%| 00000000... 9 htons Ws2_32
¥%] 00000000... 11 inet_addr WSs2_32
: isal MSVCRT
(%] 00000000... isdigit MSVCRT
%] 00000000... isspace MSVCRT
¥%] 00000000... IstrcatA KERNEL32
¥%] 00000000... IstrempA KERNEL32
¥E| 00000000... IstrcmpiA KERNEL32
¥g| 00000000... IstrcpyA KERNEL32
00000000... IstrcpynA KERNEL32
¥%] 00000000... IstrlenA KERNEL32
¥%] 00000000... malloc MSVCRT
¥%] 00000000... memcpy MSVCRT
MSVCRT

¥%] 00000000... 15 ntohs WS2_32
¥%| 00000000... 16 recv WSs2_32
¥%| 00000000... 18 select Ws2_32
¥Z| 00000000... 19 send WSs2_32
%%| 00000000... 20 sendto WS2_32
#%] 00000000... 23 socket Ws2_32
¥%] 00000000... strchr MSVCRT
¥z 00000000... strstr MSVCRT
¥Z| 00000000... tolower MSVCRT
¥%] 00000000... wsprintfA USER32
00000000... wvsprintfA USER32

line A2 of RQ

Figure 12 GetHostByName




0000000000503FF8

0000000000503FF8

0000000000503FF8

0000000000503FF8 sub_503FF8 proc near

0000000000503FF8

0000000000503FF8 arg 0= dword ptr 4

0000000000503FF8

0000000000503FF8 push [esp+arg_0]

0000000000503FFC call sub_503E35

0000000000504001 test eax, eax
0000000000504003 pop ecx

N 0000000000504004 jnz short locret_SMOGBJ

1
Y L 4

0000000000504006 jmp dns_query| |0000000000504008
000000000050400B locret_ 504008 :
000000000050400B retn
000000000050400B sub_503FF8 endp

0000000000504008
mov [eDp+To.5a_Tamily], Z
call ds:htons
push esi ;
mov word ptr [ebp+to.sa_data], ax
call ds:inet_addr
test eax, eax
mov dword ptr [ebp+to.sa_data+2], eax
jz short loc_503FAS
S —
o =]
cmp eax, OFFFFFFFFh
jnz short loc_503FBA
J
V9
loc_503FA5: ; name
push esi
call ds:gethostbyname
test eax, eax
jz short loc_503FD8
s '
=
mov eax, [eax+0Ch]
mov eax, [eax]
mov eax, [eax]
mov dword ptr [ebp+to.sa data+2], eax

vy

loc_5@3FBA:
test eax, eax
jz short loc_503FD8

s

Figure 13 DNS Algorithm




Finding 2: Mass Mailer Algorithm

The second finding is the function that is used to construct the phony email message.
To find this function, | looked for the cross references to PostMessageA, which is used
to queue messages (Figure 13). Next, | looked for any calls to this function, which would

be used to initiate the email phishing campaign (Figure 14).

Analysis

BO080REE0AS5A311C push
000800000850311D mov
0008080008503123 push

peceeeedpRs83120 call
0000000008503132 pop
6060000060503133 push
0060000008503135 push
000000000850313A call

13C push
200000000050313D call
3060000008503142 pop

000000000050314D call
0000000000503152 pop
0000000000503153 push
0000000000503155 call

000000000850311C ; Attributes: noreturn

@00008000850311C ; DWORD _ stdcall StartAddress(LPVOID lpThreadParameter)
00000B00GA50311C StartAddress proc near

0008000000850311C lpThreadParameters dword ptr 4

esi
esi, ds:FindWindown
@ 5 lpWindowtiame

0000080008503125 push offset ClassName ; "rctrl_remand3z”
B00800000850312A call esi ; FindWindowA
000800000050312C push eax 3 hnd

mass_mailer

ecx

) ; Ipindowane
offset aAthNote ; "ATH_Hote"
esi ; FindWindowA

eax ; hind
mass_mailer

ecx

0000000000503143 push @ ; 1pkindowtane
0000000008503145 push offset aleframe ; "ItFrame”
000000000050314A call esi ; FindWindowA
000000000050314C push eax ; hhind

mass_mailer

ecx

] ; dwExitCode
ds:ExitThread

0000000000503155 StartAddress endp
B00000000A503155

00000000005030F0 ; int _ cdecl mass_mailer(HWND hlind)
00000000005030F0 mass_mailer proc near

00000000005030F0 hWnd= dword ptr 4

00000000005030F0 push ebx
00000000005030F1 push edi
00000000005030F2 mov edi, [esp+8+hlind]
00000000005030F6 xor ebx, ebx
00000000005030F8 cmp edi, ebx
00000000005030FA jz short loc_503119

l} L

s =

00000000005030FC push esi

00000000005030FD mov esi, ds:PostMessageA
0000000000503103 push ebx ; 1Param
0000000000503104 push ebx ; wParam
0000000000503105 push 12h ; Msg
0000000000503107 push edi ; hWnd
0000000000503108 call esi ; PostMessageA
000000000050310A push ebx ; 1Param
0000000000503108 push ebx ; wParam
000000000050310C push 10h ; Msg
000000000050310E push edi ;5 hWnd
000000000050310F call esi ; PostMessageA
0000000000503111 push ebx ; 1Param
0000000000503112 push ebx ; wParam
0000000000503113 push 2 ; Msg
0000000000503115 push edi ; hwWnd
0000000000503116 call esi ; PostMessageA
0000000000503118 pop esi

Figure 14 Mass Mailer Algorithm
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Dynamic Analysis
Basic

RegShot
RegShot is a graphical dynamic tool that will create a report of all the modified files and
registry keys during a specific time window.

Findings

The binary was run for a period of five minutes on a virtual air gapped network. In this
period a total of 14 registry keys and 6 files were added. Additionally, 17 files and keys
were modified (Figure 15). Some of the files are in the system directory, which is often a
technique used to hide malicious files. Some variants of MyDoom will replace the
taskmon.exe with a malicious version. Additionally, the registry keys indicate the
creation of a startup task which runs the binary each time the host boots.

Analysis
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\(CEBFFSCD-ACEZ-4FAF -9178-9926F A1 749EA) \Count \Zvpebfbsg. Jvagb3F . Mkcybere: 0 00 (9 60 41 00 00 00 €0 €1 60 §0 (2 FE 6C 00 00 00 50 BF 00 00 50 BF &0 00 ¢
i5T\ (CEBFFSCD-ACE-4F &F -9178-9926F £1749EA} \Count \P: Wéref \payyv\WZnyGbby F\Ert fubg-1.9. 0\Ert fubg-Kk64-NAFV.rkr: 60 60 00 60 01 80 60 0 03 0 00 0 2F % 00 (
{CEBFFSCD-ACE2-4F 8F -9178-9926F 41 149EA} \Count \P: \Wref\poyyw\WZnyGbby F\Ert fubg-1.9. 8\ Ertfubg-k64-NAFV.rkr: 60 60 00 00 €1 60 00 00 €5 B 60 0 41 A9 @ (
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Figure 15 File Modifications



Process Monitor
Process Monitor is used to closely examine a particular running process. This is
achieved by stacking filters that target process names, IDs, categories, and more.

Findings

After launching the binary, | started with a basic filter on the entire process (Figure 16).
A summary was run on operation names, which revealed many registry operations. Due
to this, another summary was run against the registry paths modified. This revealed
changes in both the user and local machine hive. Next, | wanted to look at the network
operations, as the previous analysis had revealed many indicators of worming/mass
mailer activity. A TCP filter was added, which revealed thousands of reconnect requests
to various MX addresses (Figure 17). Finally, to further analyze where file artifacts
where placed, the TCP filter was replaced with a CreateFile filter (Figure 18). This
revealed artifacts in SysWow64 and the user's AppData folder.




Analysis

Value Count
RegQueryValue 16577
RegQueryKey 9692
RegOpenKey 8656
ReadFile 6893
QueryDirectory 4428
CreateFie 3916
RegCloseKey 349
RegSetinfoKey nz
CloseFile 3114
WitteFile 1291
RegCreateKey 656
RegEnumValue 426
Thread Create 417
UDP Receive 416
UDP Send 416
TCP Reconnect 329
Thread Exit 294
QueryBasicinform... 273
CreateFileMapping 128
QueryStandardinf ... 18
QuerySecurityFile 99
Load Image 90
QueryAttribute Ta.... 86
QueryAttributelnf . 62
QueryRemotePro .. 62
QueryNameinfor... 57
SetDisposttioninf. 55
SetBasicinformati... 32
QueryEainformati... k]|
QueryStreaminfor... k)|
SetEndOfFileinfor... kil
RegEnumKey 26
RegSetValue 23
QuerySizelnfoma.... 2
Process Exit 1
Process Start 1

Colne: [Path v
| vae o
LM 10046
| HIL 2504
| v a5t %
| e \CuertC 544
| HKLM\System CumertContriSet Services  Tepp\Parameters 164
| HILM\SYSTEM CusertCs 18CO-85EF- [N 1584
| HKLM\SYSTEM CumereC: SEF-D666-11EC-CA2 120
| HIKLM System \CumertCortriSet \Services  Tep\Parameters \rtarfaces 1320
LM %
HICU

| HKLMSysem CumereC:
| €\Uners\ca Sames My Doom  Braries My Doom exe
| HKLM\Sysem\CumereC:
HKLM\System CumertC:
| HKLM\SYSTEM CumertCortrotSet Services \NetT\Parameters
| Csowectory
| HLansOF Agert'Post Pltfom
HKLM\ System'Setup
| HKLM\SOF TWARE \Polcies \Microsolt\Windows NT\DnsClert
™
| HKLMSystem' CusmereC
| C\Users\calk VppData \Local\ Temp \ancee log
| e

HKLM, 148456751
| HKLM\SOFTWARE!Pokcies\Mcrosoft\System\DNSOlert
HKL NSChert
| HKLM\System CumertControiSet \Services \ONS
| HKLM\System \CumertContrlSet\Services\ T et
| e et

PR RPN RABENNER ISR R 2




Figure 16 ProcMon Filter Name

File Edt Event Fiter Tools Options Help

Gl ARPE AP 9 A% ZBALIN

Time . Process Name PID Operation Path Rest User Command Line ]
9455 OYMyDoom exe 4600 4\ TCP Reconnect DESKTOP-OKRE09G 49875 -> 1 9 168 192 n-addr apa smtp. SUCCESS 0. seqrum: My

3455 OMyDoomese 4600 & TCP Recomect DESKTOP-OKRE090:43876 > 19168152 in-adck apa tetp SUCCESS 0, sequm

9455 D)MyDoom exe 4600 44TCP Reconnect DESKTOP OKRE09G 49878 > 19 168 152 in-eddr ape wrtp. SUCCESS 0 seqrum My

9455 C)MyDoom exe 1308 &4 TCP Reconnect DESKTOP-OKRG09G 43879 > 19168 192 n-eddr apa sntp. SUCCESS 0. segrum My \My

9455 S)MyDoom exe 1308 & TCP Reconnect 49880 > 19168 SUCCESS 0. vegrum

9455 OMyDoomese 1308 A\ TCP Recomect 49883 > 19,168,192, SUCCESS 0. segnum:

9455 )MyDoom exe 1308 44 TCP Reconnect DESKTOP-OKRE09Q 43886 > 19 168 152 n-eddr apa hitp SUCCESS 0. sequm

9455 MyDoom exe 1308 44 TCP Reconnect 49834 > 19168192, SUCCESS 0. segrum

9455 8 -~ 1308 &4 TCP Reconnect DESKTOP-OKRG09G 43885 > 19 168 192 n-addr apa hitp SUCCESS 0. seqrum: My "My

9455 (MyDoom ese 1308 &4 TCP Reconnect DESKTOPOKRG09Q 43887 -> 1 9.168 152 n-addr ama hetp SUCCESS 0. segrum

9455 OMyDoomese 1308 & TCP Recomect 45898 > 19168 192, SUCCESS 0. seqrum My

9455 )MyDoom exe 1308 &4 TCP Reconnect DESKTOP OKRE09G 43888 -> 19 168 192 n-eddr apa hitp SUCCESS 0 seqrum

$455. (YMyDoom exe 108 DESKTOP-OKRE09G 43890 > 19 168 1521 eddr apa tetp SUCCESS 0. seqrum \Sfeples My

9455 )MyDoom exe 4600 &\ TCP Reconnect P OKRE09Q 43878 > 19 168 192 n-addr apa smtp. SUCCESS 0 seqrum My b

9455 OMyDoomere 1308 &4 TCP Recomect DESKTOP-OKRE090-43891 > 19 168 152 in-addr apa tetp SUCCESS 0. seqrum:

9455 C)MyDoom ewe 1308 &4 TCP Reconnect 49892 > 19168 192, SUCCESS 0. seqrum: My

9455 ()MyDoom exe 1308 &4 TCP Reconnect DESKTOP OKR609Q 43893 -> 1 9 168 192 neddr apa smtp. SUCCESS 0 seqrum

9455 (yMyDoom exe 1308 &4 TCP Recornect DESKTOPOKRE09G 49894 -> 19 168 152 inaddr apa wrtp. SUCCESS 0. segrum: My

9455 exe 1308 &\ TCP Recomect DESKTOP-OKRE090 43895 > 19 168 132.1n-0ddr SUCCESS 0. segrum_DESKTOPOKRED."C \Lisers \call\Saples | \Braries \My Doom exe’

(RERERERERRERERERRREREREE): TERRERELEREERELEELN

9455 [ yMyDoom eve 1308 &4 TCP Reconnect DESKTOP-OKR609G 49820 -> 19 168 152 n-eddr ape srtp. SUCCESS 0. segnum:_ DESKTOP OKRE0 \Users cah Samoles MyOoom Binanes MyDoom exe’
9460 OMyDoomere 1308 & TCP Recomect DESKTOP-OKRE090 43896 > 19,168 152 rvaddr ampa sntp SUCCESS 0. sogrum: b

9460 O)MyDoom ese 1308 44 TCP Reconnect DESKTOP-OKR609G 43883 > 19 168 152 n-addr apa wntp. SUCCESS 0. vegrum:

9460 OMyDoomese 4600 A\ TCP Recomect 498975 19168152 SUCCESS 0, segrum:

9460 HMyDoom exe 4600 4 TCP Reconnect DESKTOP-OKRE03Q 43898 -> 19 168 152 n-addr apa wntp. SUCCESS 0 sequm My

9460 OMyDoomese 1308 &4 TCP Recomect DESKTOP-OKRG090 49806 > 19 168 192 v-add ama tip SUCCESS 0. segnum: My

5460 OMyDoomese 1308 & TCP Recomect DESKTOPOKRE090 43684 -> 19,168 152 m-addr ampa tetp SUCCESS 0. segrum:

9460 D)MyDoom eve 1308 &4 TCP Reconnect DESKTOP OKR609G 43885 -> 19 168 152 n-addr apa hitp SUCCESS 0. seqrum: My

9460 O)MyDoom exe 1308 4\ TCP Reconnect 49887 > 19168152 SUCCESS 0. seqrum: %

$460  (YMyDoom exe 1308 &4 TCP Reconnect 49808 -> 19168 152, SUCCESS 0. sequm My

9460 OMyDoomese 1308 &4 TCP Recomect 490855 19168 SUCCESS 0. segnum: Wy

9460 C)MyDoom exe 4600 &\ TCP Reconnect 49899 > 19168 SUCCESS 0 seqrum

9460 MyDoomere 4600 AMTCP Recommect 49500 > 15.168.152. SUCCESS 0. seqrum: \MyDoom

%2460 8 o 1308 &4 TCP Reconnect DESKTOPOKRE09Q 43850 -> 19 168 152 naddr apa titp SUCCESS 0. seqrum: b

5460 CYMyDoom eme 1308 &4 TCP Reconnect 49891 > 19168 152, SUCCESS 0. seqrum iy

5460 O)MyDoom exe 1308 &4 TCP Reconnect 49892 > 19168 1% SUCCESS 0. seqrum: My

9460 C)MyDoom exe 4600 &\ TCP Reconnect DESKTOP OKRE09Q 49901 -> 19 168 152 n-addr apa http SUCCESS 0. seqrum My 5
9460 )MyDoom exe 4600 44 TCP Reconnect DESKTOP-OKRE09G 49502 -> 19,168 152 n-addr apatitp SUCCESS 0. sequm My )
9460 MyDoom exe 4600 &)TCP Reconnect 49503 > 19168 15; SUCCESS 0 seqrum Ny

9460 yMyDoom exe 4600 &4 TCP Reconnect 49904 5 19768 SUCCESS 0 seqrum v
$460  )MyDoom exe 4600 44 TCP Reconnect DESKTOP-OKRE09G 49505 -> 19 168 192 in-addr apa hitp SUCCESS 0. seqrum My 5
9460 OMyDoomese 1308 & TCP Recomnect 43833 > 19168152 SUCCESS 0. segrum:

460 MyDoom exe 4600 &4 TCP Reconnect DESKTOP-OKRE09G 49506 -> 19 168 152 n-addr apa hitp SUCCESS 0. seqrum My

9460 OMDoomexe 1308 A\ TCP Recomect DESKTOP-OKRE090:43634 -> 19,168 152 n-add spa stp SUCCESS 0. seqrum

9460 MyDoom ese 1308 &4 TCP Reconnect 49895 > 19168 192ineddr SUCCESS 0. segrum "My

S460_ “\MyDoom exe 4600 & TCP Reconnect DESKTOPOKRE03G 43507 -> 1 9 168 192 in-addr ama hito SUCCESS 0 seorum el

Figure 17 ProcMon Filter TCP

Value Count
C:\Users\cali\AppData'\Local\Temp p7x)
C:\Users\call\Samples\MyDoom\Binaries\MyDoom exe ko
C:\Users\call\AppData\Local\Temp \zincite log n7

CAWe SysWOW64 afo di

C:\Windows\SysWOW64\wshqos di

AW SysWOW64 a
C:\Windows\SysWOW64\KemelBase di
C:\Windows\SysWOW64 \tzres dil

C:\Users\cali

C:\Users\cali\AppData\Local
C:\Windows\SysWOW64\berypt di

C:\Windows \SysWOW64\dhcpcsve di
C:\Windows\SysWOW64\dhcpcsveb di
C:\Windows\SysWOW64\dnsapi di
C:\Windows\SysWOW64\dwmapi dil
C:\Windows\SysWOWG64\FWPUCLNT DLL
C:\Windows \Sys WOW6E4\iertustil dil
C:\Windows\SysWOWG4\IPHLPAPI DLL
C:\Windows \SysWOW64\msiso dil
C:\Windows\SysWOW64\NapiNSP dil
C:\Windows\SysWOWS64\nlaapi dil
C:\Windows\SysWOW64\cleaut 32 di
C:\Windows\SysWOW64\OnDemandConnRouteHelper.dil
C:\Windows\SysWOW64'\pnmnsp dil
C:\Windows\SysWOW64\rasadhip di
C:\Windows\Sys WOW6E4\urkmon dil
C:\Windows\SysWOW64\uxtheme dil

C:\Windows \SysWOW64\winhttp dil

C:\Windows \SysWOW6E4\wininet di

C:\Windows \SysWOW64\winnsi di

C:\Windows \SysWOW64\winmr dil

C:\Windows \SysWOW64'\en-US \tzres dil mui
C:\Users\call\App Data\Local\Microsoft \Windows \History
C:\Users\calli\AppData\Local\Microsoft\Windows \INetCookies
C:\Users\cal\AppData\Local\Temp\tmp 1131 tmp
C:\Users\calli\AppData\Local\ Temp \tmp 1C38 tmp
C:\Users\cali\AppData\Local\ Temp \tmp 22CD tmp
C:\Users\cali\AppData\Local\ Temp \tmp 2358 tmp
C:\Users\calli\AppData\Local\ Temp \tmp 2F 85 tmp

Q8

v alN

DD DD DU VD OVLDOVOVDOVODDOYDLYWDOOWOOW

Figure 18 ProcMon Filter CreateFile




ApateDNS

ApateDNS helps malware analysts by setting up a fake DNS server on the local host
(Figure 19). This redirects all the DNS requests from the binary to a console where the
researcher can monitor the outbound connection requests.

Findings

As expected, the binary created thousands of DNS requests. These requests varied
from search engine queries, MX hosts, and internal mail portals. Over a period of a few
minutes nearly 1500 requests were made (Figure 20 DNS Requests).

Analysis

Capture Window  DNS Hex View

Time Domain Requested DNS Retumed £
00:07-02 win1710ipv6 microsoft com FOUND
00:07:23 win1710.ipvé microsoft com FOUND
00:08:04 win1710.ipv6 microsoft com FOUND
00:08:42 win 1710.pv6.microsoft com FOUND
00:09:24 win 1710.ipv6 microsoft com FOUND
00:10:06 win 1710pv6 microsoft com FOUND
00:10:25 22764295 vo msecnd net FOUND
00:10:25 az764295.vo msecnd net FOUND
00:10:39 win1710.ipv6 microsoft com FOUND
00:11:15 win1710.ipv6 microsoft com FOUND
00:11:58 win 1710.pv6.microsoft com FOUND d

[+] using 127.@.@.1 as return DNS IP!

[+] ONs set to 127.8.8.1 on Intel(R) PRO/18@@ MT Network Connection.
[+] sending valid ONS response of first request.

[+] server started at @@:86:49 successfully.

DNS Reply IP (Default: Curent Gatway/DNS): [12700.1 -
#0f NXDOMAIN'S 0
Selected Interface tel(R) PRO/1000 MT Network Connection v LD

comnortel . comiet orguatl. dntel  comairvans. conirvans comairvans. comnortel. comorte]  comnortel. Comairvans, coRRrvans, comme, Sntel, comnortel, comortel . ComRirvand. CORCLSED, ComELs

Capture Window  DNS Hex View |~

=
5| Time Domain Requested DNS Retumed ~ * | oo
001250  maim FOUND
00:12:50 mail FOUND
00:12:50 126.com FOUND
001250  126.com FOUND
00:12:50 mai ru FOUND
00:12:50 mai u FOUND
00:1251 www google com FOUND
00:12:51 www aktavista.com FOUND
00:12:51 search lycos com FOUND
00:12:52 search yahoo com FOUND
00:12:58 nmap com FOUND "h

[+] using 127.8.8.1 as return DNS IP!

[+] DNS set to 127.0.9.1 on Intel(R) PRO/180@ MT Network Conmection.
[+] Sending valid DNS response of first request.

[+] Server started at @@:86:49 successfully.

N; P - NS): | ]

DNS Reply IP (Defautt: Curent Gatway/DNS): {127.0.0.1 St

# of NXDOMAIN's [o

Selected nterface Intel(R) PRO/1000 MT Network Connection ~ Siop Server

Figure 19 Fake DNS Server
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netstat
Netstat is a basic networking command line tool that is used to show connections and
listening ports on a host.

Findings

As indicated in the research, MyDoom creates a TCP listener that can be used to
transfer files or command and control a large botnet of affected devices (Figure 21).
Each variant opens a different port. As previously hypothesized, this further confirms
that the sample is variant M (Port 1034).

Analysis

): 44

TCP 0 034 0.0 0 LISTENING

Figure 21 Backdoor Listener



Advanced

x32Debug
x32Debug is a dynamic debugging tool that can be used to step through a binary as well
as provides the ability to manipulate the CPU, heap and stack in real time.

Finding 1: DNS Query Algorithm

In the below analysis we can see the DNS requests being loaded into the stack before
being registered in ApateDNS (Figure 22). This function is repeated numerous times as
the binary makes its way through thousands of domains. With Wireshark, we can see
each packet as the binary calls the GetHostByName API (Figure 23).

Analysis
& .

Aug 232019
DE U tawp teBiderss oL AP

Ecru @ Gaph  Log [ Notes  * Breakponls ™ MemoryMap () CalStack =0 SEH [ Soipt @) Symbos € Souwrce  / References ¥ Threads o Hondes ' Trace
2 Ry 1500 '- a.m.d e st [eBgethostbynames] T ~| wide Fru
ea . ed

o687 5 _ B Opssect  dralummit edu”
— E6x <kernel32. Istreatas
iy Leax]:"al gy scx aosicet

EDK 00000000
EBP  77EGFEDS
ESP  77EGFBE0 <alstropyr
eax:a"alum. mit. edu ESL  FFFFFFFF

EDI  77EGFDCH "alum. mit. edu”

EIF  DOSOGETT mydoomw. 00506877

(ERROR_SUCCESS)
roracus 3000000 (STATUS_INVALID_PARAMETER)

65 0028 FS 0053
ES 0028 DS 0028

. R €5 0023 ss 0028
ST(0) 0000L0000D0000000000 xE7r0 Empty 0O.000000000000000000
Time Domain Requested DNS Retumed = ST(1) 000OOD00000000000000 XETFL 5:(; 0. 000000030000000000
D1\ ST(2) 00000000000000000000 xE7r2 Empry O.000000000000000000
215227  nmapog FOUND [N sl%]) 00000D0000000000D000 x67r3 Empry 0. 0000000GD000000000
52277 istsscpdump o FOUND St ST(4) 0000ODO0000000000000 XB7r4 ERpLy 0.000000000000000000
1000000000000000000 000000000000000000
nsxy lats tcpdump org FOUND 20:° ° 5“” %nﬂmﬁamummmoo E?’é E::y g 00000000D000G0000
15227 mapom FOUND 91\t w5 e
25227 maoom FOUND 87 Tageord FEFF
*67TW 0 3 (Empty)  xB7Tw 1 3 (Empry)
215231 nsmuscom FOUND LLarnes 3 femed  Sarmas 3 (emot _
L] 215248 win1710.0v6 microsok.com FOUND L > | Defau (stical) = s |0 uniceked
2: 53-?? w:;lﬁ.nﬁmm FOU:D © fasped, B
2154 win1710.pv6 microsot com FOUND - smul 7560668
+] Attempting to find OMS by DWCP or Statlc DAS. Feturn to mydoom, 00307 321 Trom mydoom, G0S06854 -
*] using I' Iﬂﬂrﬁi 192.168.9.1 for DAS Reply. :‘a 7571E2ED
+] ONS 52t 1o 127.9.0.1 o Intel(R) PRO/10OG NT Metwork Conmection. gg%ﬂgl%n
+] Sending valid DAS respanse of first request. 20797567
+] Server started st 21:46:0@ successfully. 607 SBCEL
T469602E shcor e. 74696026
75646528
00000000
00000000
00000000
00000000
r 33050000
ONS Regly IP (Defaul: Curent Gatway/DNS) Sut so00c003
=of NXDOMAIN'S: 0 00000000 ~
Selected Irerace rtsiR) PRO/1000 MT Network Connection ~ e - hd L 2

Figure 22 DNS Requests




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- |a]Qqir
BES -+
Destination Protocol  Length Info ~
& 70 111.176904 127.0.0.1 DNS 81 Standard query response Oxf5f@ MX alumni.rice.edu A 192.168.9.1
71 114.682690 127.0.0.1 127.0.0.1 DNS 59 Standard query 9x18d4 A sonic.net
72114682833 127.0.0.1 127.0.0.1 NS 75 Standard query response Ox18d4 A sonic.net A 192.168.9.1
73 115.861588 127.0.0.1 127.0.0.1 DNS 59 Standard query @x6d33 MX cisco.com
74 115.861722 127.0.0.1 127.0.0.1 DNS 75 Standard query response @x6d33 MX cisco.com A 192.168.9.1
75115.863244  127.0.0.1 127.0.0.1 NS 64 Standard query Ox71cl MX xlist.agcs.com
76 115.863318 127.0.0.1 127.0.0.1 DNS 80 Standard query response @x71cl MX xlist.agcs.com A 192.168.9.1
77 126.981463 127.0.0.1 127.0.0.1 DNS 69 Standard query 0xd9db A default.exp-tas.com
78126.981967  127.0.0.1 127.0.0.1 NS 85 Standard query response 0xd9db A default.exp-tas.com A 192.168.9.1
79128.091659  127.0.0.1 127.0.0.1 DNS 78 Standard query @x1787 A update.code.visualstudio.com
80 128.091844 127.0.0.1 127.0.0.1 DNS 94 Standard query response @x1787 A update.code.visualstudio.com A 192.168.9.1
81129.442186  127.0.0.1 127.0.0.1 NS 72 Standard query 0x0421 A a2764295.vo.msecnd.net
82129.442344  127.0.0.1 127.0.0.1 NS 88 Standard query response 0x8421 A az764295.vo.msecnd.net A 192.168.9.1
83129.468608  127.0.0.1 127.0.0.1 NS 72 Standard query 8x0421 A 22764295.vo.msecnd.net
84129468746  127.0.0.1 127.0.0.1 NS 88 Standard query response 0x8421 A az764295.vo.msecnd.net A 192.168.9.1
85 130.038960 127.0.0.1 127.0.0.1 DNS 78 Standard query 8x3eb2 A dc.services.visualstudio.com
86 130.039110 127.0.0.1 127.0.0.1 DNS 94 Standard query response @x3eb2 A dc.services.visualstudio.com A 192.168.9.1
87130.98219  127.0.0.1 127.0.0.1 NS 78 Standard query Oxb18d A dc.services.visualstudio.com v
< >
Destination Port: 52379 ~ Null/Loopback ~
Length: 57 T S SO O A R LU S A A A A A A A A A |
Checksum: @x69b9 [unverified) ;
[Checksum Status: Unverified] Family
[Stream index: 26]
» [Timestamps] Internet Protocol Version 4
Do.‘:?":iyloisﬂi“?';ﬁ“) ; G M T W T U T T W T W 0 W W A Y .
v Domain Name System (response 3
Transaction ID: @xf5fo Version I bl l Dffnotuind Saricas 1 Total Length
Flags: @x8180 Standard query response, No error i Off
Questions: 1 b tion Foos i
Ansuer. fRs:, 1 Time to Live | Protocol Header Checksum
Authority RRs: @
Additional RRs: @ Source Address
v Queries
> alumni.rice.edu: type MX, class IN Destination Address
> Answers
LBeauest In: 62 User Datagram Protocol
(Tine: 0.000062000 seconds) v o | s | 3|
fﬂrr”r”r - > 1l||||I|lIIIIIlIl|l|IIIII|I|I|_I &)
© 7 Domain Hame System: Protocol Packats: 204 * Displayed: 204 (100.0%) Profile: Defouk

Figure 23 DNS Packets

Finding 2: Mass Mailer Algorithm

In the below analysis we can see where the binary calls the PostMessageA API (Figure
24). This call is repeated with each call to ESI, as the dereferenced memory location is
loaded to this register on 005030FD.

Analysis

Fle Vew Debug Trace Pugins Favoures Options Help Aug
S0® 4 taws tauBicslin AL RS

Bcru ®Gaph  slog  (UNotes  ® Breakponts ™ MemoryMap () CalStack %R SEH . Sapt @) Symbos <> Source ' References % Threads  #b Handes ¢’ Trace
0 [$} I A Hide FPU
57 edi :"LdrpInitializeProcess EAX 00000000
srcas oc edi dword ptr ss:fesps o | Uon00nts
3eFn edi:"Ldrpinitializepracess [ e
I s%‘ 5 1 €8P 0019FA30
& €SP 0019FADS
i 8835 38115000 <apastiessagess] =g
| 53 0T 77166944 “LdrpInitializeprocess”
! 6a 12
: &% edi:"LdrpInitializeprocess €w 77280450 ntd11. 77280450
Fr
I EFLAGS 00000246
| 3 ZEL PEL AF O
i 6A 10 OF 0 SFO OF O
1 rZu edf:"Ldrpinitializeprocess’ CFO TFO IF1
1
| 4 Lasterror 00000000 (ERROR_SUCCESS)
! Do Laststatus 000034 (STATUS_OBIECT_NAME_NOT_FOUND)
! e edi :“Ldrpinitializeprocess oot e oo
! £5 0028 D5 0028
L odtf :"LdrpInitializesraocess €5 0023 55 0028
g \ o e e o
sh esd x87r
8835 34115000 P'.\;v esi,dword prr ds:[<&Findwindowa>] ST%Z; x87r2 53;
s1(3 X87r3 Empt
65 AS115000 | 501148 5011481 “rctr]_renwndi2 S1(8) X87r4 Capty
<3 "?; 000 0000 X87rS EMpLy
sT(6) 000 0000 x87r6 Empty
£8 ecreerre mydoon. 5030F0 R4 X767 Empty
6A 00 0
doom. 50116C 50116C: “ATH_Note x87Tagword FFFF
58 3ciliom | 4 £ X87Tw 0 3 (Empry) X87TW_1 3 (Empt

x8: y)

v T2 3 (empty) _ x87red 3 (mpcy) — H

> Defaut (stdcal) > 5 2] unlocked

espe8)] 0024000 1

5] 00000010

esp+10] 00920656 |
f

50
€8 _accecece | mnom enanen

3 75 taken
ydbon. 00303119

. TeXt:005030FA mydoom. exe:$30FA #24FA

¥ Dumpl  ¥% Dump2 Woump4 W OumpS M watchl  ieilocas ) Stuct “Ldrpinitializeprocess” 2
T P e
77161010/ 77 |4 ] |00 00 00 00
;;tgggi:: 0 24 00t =i 35 00 36 oo/t wei Lovow 7722FCCA return to ntdll.7722kccd from nedll. 77232521
Faciouslic o0 20 o0 T in 00 i 0o (TR ¢ K stz R
Heioes| 73130 8 32 &0 =i T Sanaosee
771€1070|20 00 22 00 14 90/ .w frraad
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Figure 24 PostMessageA Debug




CONCLUSION

Potential Danger

The MyDoom malware has successfully been used in email phishing campaigns as well
as distributed denial of service attacks against large enterprises. Once a host is
infected, the malware configures itself to launch automatically and can use a significant
number of resources attempting to replicate. This can cause the local host to slow
down, and some variants will additionally lock files to cause even more damage to the
host. Additionally, a backdoor is created that can be later used to deliver more malware
or command affected hosts to attack another organization.

Malware Removal

The easiest way to detect and remove the MyDoom malware is to ensure your host has
up to date antivirus software. Due to the age of this malware, most software will detect
the hash, or signature of the file, as malicious. However, if the file is launched, it
maintains persistence by modifying the registry and file system. System administrators
should delete any unknown or suspicious startup tasks as well as the registry keys
added from the RegShot Analysis.

It is important to note that this malware is typically delivered via social engineering
techniques. With these types of attacks, prevention is key. To properly mitigate against
this malware, a robust security awareness program should be implemented alongside
signature-based detection.




APPENDIX A — TOOLS

Strings

FLOSS

UPX

PE View

PEiD

Resource Hacker
Virus Total

Ida Pro

. RegShot
10.Process Monitor

COoONoGRr~wON

11.ApateDNS
12.Netstat

13. Wireshark
14.X32Debug
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