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OVERVIEW 
 
The MyDoom worm was first detected in January 2004. Although its origins are still 
unknown, artifacts within the binary most likely link it’s development back to Russia. 
The virus was spread through a self-replicating email campaign that tricked users into 
opening a malicious attachment. The attachment, which appeared benign, was actually 
the malicious payload. Upon opening the file, it would silently scan the computer and 
the internet for any email addresses it could find to continue replicating. Additionally, 
the virus creates a backdoor on the machine which was used for multiple botnet attacks 
against large organizations such as Google and Microsoft. In fact, the virus successfully 
took down Google for nearly a day through a distributed denial of service attack. 
 
When MyDoom was originally released, analysts reported that the virus accounted for 
one in ten emails sent worldwide. MyDoom crippled internet page load times by 50% 
globally and caused an estimated of $65 billion dollars. Although today it only accounts 
for about 1% of all email and is detected by most antivirus software, successful 
campaigns have been reported as recently as a few years ago.  
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ANALYSIS 

Static Analysis 

General 
File Information 

Operating System Windows 10 1709 

Description A Windows Worm that was first sighted in 2004. It is infamously known as the fastest 
spreading email worm to date and is still heavily used today. 

Size (bytes) 26050 

Hash (SHA256) 6F064D4987B4202EBE2FAAAB28F3582DD784F24FA1A13F305051A6D7E85A78ED 

Source https://samples.vx-underground.org/samples/Families/MyDoom/ 

 

Basic 
 

Strings 
Strings is a static command line utility that is used to quickly pull readable text snippets 
out of a binary. This can be used to get a cursory idea of the function of the binary. 

 

Findings 
In this binary, there are a small number of strings (548). This indicates that the file may 
be obfuscated through packing. Further analysis shows the strings “UPX0” and “UPX1” 
(Figure 1), which is a specific type of packing technology. Finally, we see the presence 
of the LoadLibraryA and GetProcAddress API calls (Figure 2), but not many others. This 
is another strong indicator of packing. 
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Analysis 

 
Figure 2 API Calls 

Figure 1 Strings UPX 
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Floss 
Floss is another CLI tool that was created by the FireEye FLARE team. It builds upon the 
capabilities of strings by being able to decrypt encoded strings automatically. 
 

Findings 
In this binary, FLOSS was able to decode a few different interesting strings. The first 
appears to be some sort of email template used to help replicate the virus across other 
hosts (Figure 3). The template appears to be able to send a few different message 
bodies to make it more difficult to detect. Since there are many variants of MyDoom, the 
email template can be used to help hone in on the specific version of the malware. This 
template is a strong indicator of MyDoom.m, which aimed to get people to open an 
email that mimicked an NDR from their system administrator. 
 
The second string of interest appears to be used to help send the message (Figure 4). It 
is a series of message headers that will likely be passed to the built in SMTP server. 
 
Finally, we see a series of strings that helps to understand how the worm gathers email 
recipients (Figure 5). On top of searching the local host for temporary internet files and 
contacts, the malware also queries search engines for publicly available addresses. 
This is likely how it became the fastest spreading email virus of all time. 
 

Analysis 

 
Figure 3 Email Template 
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Figure 4 Email Headers 

 

 
Figure 5 Email Recipient Worming 

  

 

UPX 
UPX is a command line utility that can be used to pack and unpack files. Malware 
developers often pack files to obfuscate the contents from a malware reverse engineer. 
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Findings 
In both the strings and PEiD analysis, we see that this file is packed with UPX. I was 
successfully able to unpack the file, which appeared to be compressed by about 70% 
(Figure 6). 
 

Analysis  
 

 
Figure 6 Unpacked Binary 

 

 

PE View 
PE View is a graphical tool that can be used to quickly find embedded files, learn about 
when the binary was created, as well as quickly see the imported and exported API 
calls. 
 

Findings 
In this binary we can see references to a packed UPX file (Figure 7). 
 

Analysis  
 

 
Figure 7 PE View Analysis 
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PEiD 
PEiD is another graphical tool that can be used to detect which packing technology was 
used to obfuscate a particular binary. 
 

Findings 
PEiD was able to detect that the binary was packed with UPX v0.89.6 (Figure 8). 
 

Analysis  

 
Figure 8 Evidence of Packing 

 

Resource Hacker 
Resource Hacker is used to find hidden embedded binaries and other file artifacts. It 
can also be used to export different subfiles for isolated analysis. 
 

Findings 
Although there weren’t any hidden files in this binary, the embedded icon changed with 
each variant of MyDoom. This icon further validates our prediction that this sample is 
variant M (Figure 9). 
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Analysis  
 

 
Figure 9 MyDoom.m Icon 

 

Virus Total 
Virus Total is an online tool that maintains a database of malicious files. It can be used 
to determine if a binary has already been deemed malicious as well as provide a basic 
report on what it may do. 
 

Findings 
From the Virus Total report, we can see that this binary has been deemed malicious by 
66 different anti-virus vendors. Additionally, Virus total can detect when the file was first 
seen in the wild (6/4/2022) as well as the packing technology (Figure 10). From the 
behaviors tab, we can see what the file is expected to do once run. From our analysis, 
we can see that the file makes many DNS requests, as well as creates a startup task 
that automatically starts the binary on boot (Figure 11). Finally, we get a better look at 
the various search queries the binary makes to find more victims. 
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Analysis  
 

 

 
Figure 10 VT Basic 
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Figure 11 VT Behaviors 
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Advanced 
 

Ida Pro 
Ida Pro is a commonly used disassembler, that can be used get a detailed picture of all 
the functions within a binary. 
 

Finding 1: DNS Query Algorithm  
The first algorithm that was investigated was the DNS query algorithm. This function is 
used to find potential victims on the internet to aid in replication of the worm. I first 
started by looking at any imports related to networking (Figure 12). Next, I examined any 
cross reference to GetHostByName until I found the function of interest (Figure 13). The 
address of this function was later used for dynamic analysis. 
 

Analysis  

 
Figure 12 GetHostByName 
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Figure 13 DNS Algorithm 
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Finding 2: Mass Mailer Algorithm  
The second finding is the function that is used to construct the phony email message. 
To find this function, I looked for the cross references to PostMessageA, which is used 
to queue messages (Figure 13). Next, I looked for any calls to this function, which would 
be used to initiate the email phishing campaign (Figure 14). 
 

Analysis  

 

 
Figure 14 Mass Mailer Algorithm 
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Dynamic Analysis 

Basic 
 

RegShot 
RegShot is a graphical dynamic tool that will create a report of all the modified files and 
registry keys during a specific time window. 
 

Findings 
The binary was run for a period of five minutes on a virtual air gapped network. In this 
period a total of 14 registry keys and 6 files were added. Additionally, 17 files and keys 
were modified (Figure 15). Some of the files are in the system directory, which is often a 
technique used to hide malicious files. Some variants of MyDoom will replace the 
taskmon.exe with a malicious version. Additionally, the registry keys indicate the 
creation of a startup task which runs the binary each time the host boots. 

Analysis  

 
Figure 15 File Modifications 
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Process Monitor 
Process Monitor is used to closely examine a particular running process. This is 
achieved by stacking filters that target process names, IDs, categories, and more. 
 

Findings 
After launching the binary, I started with a basic filter on the entire process (Figure 16). 
A summary was run on operation names, which revealed many registry operations. Due 
to this, another summary was run against the registry paths modified. This revealed 
changes in both the user and local machine hive. Next, I wanted to look at the network 
operations, as the previous analysis had revealed many indicators of worming/mass 
mailer activity. A TCP filter was added, which revealed thousands of reconnect requests 
to various MX addresses (Figure 17). Finally, to further analyze where file artifacts 
where placed, the TCP filter was replaced with a CreateFile filter (Figure 18). This 
revealed artifacts in SysWow64 and the user’s AppData folder. 
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Figure 16 ProcMon Filter Name 

 
 

 
Figure 17 ProcMon Filter TCP 

 

 
Figure 18 ProcMon Filter CreateFile 
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ApateDNS 
ApateDNS helps malware analysts by setting up a fake DNS server on the local host 
(Figure 19). This redirects all the DNS requests from the binary to a console where the 
researcher can monitor the outbound connection requests. 
 

Findings 
As expected, the binary created thousands of DNS requests. These requests varied 
from search engine queries, MX hosts, and internal mail portals. Over a period of a few 
minutes nearly 1500 requests were made (Figure 20 DNS Requests). 
 

Analysis  

 

 
Figure 19 Fake DNS Server 
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Figure 20 DNS Requests 
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netstat 
Netstat is a basic networking command line tool that is used to show connections and 
listening ports on a host. 
 

Findings 
As indicated in the research, MyDoom creates a TCP listener that can be used to 
transfer files or command and control a large botnet of affected devices (Figure 21). 
Each variant opens a different port. As previously hypothesized, this further confirms 
that the sample is variant M (Port 1034). 
 
Analysis  

 
Figure 21 Backdoor Listener 
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Advanced 
 

x32Debug 
x32Debug is a dynamic debugging tool that can be used to step through a binary as well 
as provides the ability to manipulate the CPU, heap and stack in real time. 
 

Finding 1: DNS Query Algorithm  
In the below analysis we can see the DNS requests being loaded into the stack before 
being registered in ApateDNS (Figure 22). This function is repeated numerous times as 
the binary makes its way through thousands of domains. With Wireshark, we can see 
each packet as the binary calls the GetHostByName API (Figure 23). 
 

Analysis 

 
Figure 22 DNS Requests 
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Figure 23 DNS Packets 

 

Finding 2: Mass Mailer Algorithm 
In the below analysis we can see where the binary calls the PostMessageA API (Figure 
24). This call is repeated with each call to ESI, as the dereferenced memory location is 
loaded to this register on 005030FD. 
 

Analysis  

 
Figure 24 PostMessageA Debug 
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CONCLUSION 

Potential Danger 

The MyDoom malware has successfully been used in email phishing campaigns as well 
as distributed denial of service attacks against large enterprises. Once a host is 
infected, the malware configures itself to launch automatically and can use a significant 
number of resources attempting to replicate. This can cause the local host to slow 
down, and some variants will additionally lock files to cause even more damage to the 
host. Additionally, a backdoor is created that can be later used to deliver more malware 
or command affected hosts to attack another organization. 

Malware Removal 

The easiest way to detect and remove the MyDoom malware is to ensure your host has 
up to date antivirus software. Due to the age of this malware, most software will detect 
the hash, or signature of the file, as malicious. However, if the file is launched, it 
maintains persistence by modifying the registry and file system. System administrators 
should delete any unknown or suspicious startup tasks as well as the registry keys 
added from the RegShot Analysis.  
 
It is important to note that this malware is typically delivered via social engineering 
techniques. With these types of attacks, prevention is key. To properly mitigate against 
this malware, a robust security awareness program should be implemented alongside 
signature-based detection. 
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APPENDIX A – TOOLS 
 

1. Strings 
2. FLOSS 
3. UPX 
4. PE View 
5. PEiD 
6. Resource Hacker 
7. Virus Total 
8. Ida Pro 
9. RegShot 
10. Process Monitor 
11. ApateDNS 
12. Netstat 
13. Wireshark 
14. X32Debug 
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